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Application	  System	  Requirements	  &	  Technical	  Specifications	  

	  
General	  Information	  

• Entirely	  web-‐based;	  only	  modern	  web	  browser	  technology	  is	  required	  for	  usage	  

• Users	  who	  choose	  to	  access	  third-‐party	  professional	  development	  content	  hosted	  in	  the	  BloomBoard	  Resources	  
	   Marketplace	  may	  require	  Adobe	  Acrobat	  or	  plug-‐ins	  such	  as	  Shockwave	  or	  Java	  to	  view	  specific	  resources	  

• Support	  for	  users	  available	  through	  the	  BloomBoard	  Help	  Desk	  (https://support.bloomboard.com	  or	  888-‐418-‐1595)	  

• Account	  management	  issues,	  including	  user	  account	  creation,	  will	  be	  handled	  by	  an	  LEA-‐identified	  contact	  supported	  by	  
a	  BloomBoard	  Account	  Manager	  

• Notices	  of	  product	  changes	  are	  published	  in	  the	  weekly	  email	  newsletter	  BloomBoard	  Beats;	  suspected	  bugs	  should	  be	  
reported	  to	  the	  BloomBoard	  Help	  Desk	  
	  

Browser	  Requirements	  

• Recommended	  browsers:	  

• Chrome	  (past	  versions	  up	  to	  v.	  16)	  

• Firefox	  (past	  versions	  to	  v.	  5.0.5+)	  

• Safari	  (past	  versions	  to	  v.	  5.0.5+)	  

• Additional	  supported	  browsers:	  

• Internet	  Explorer	  7,	  8,	  9	  and	  10	  –	  Chrome	  Frame	  Extension	  plug-‐in	  required	  
	  

	   Network	  

• Broadband	  connection	  with	  500+	  kbps;	  recommended	  1	  mbps	  or	  higher	  

• Average	  application	  usage	  around	  200-‐1800	  kilobits	  per	  page	  load,	  with	  a	  fraction	  of	  that	  used	  for	  page	  
requests/uploads	  

Example:	  In	  a	  school	  with	  under	  40	  users	  in	  the	  system,	  typical	  usage	  patterns	  are,	  at	  maximum,	  10%	  of	  users	  
concurrently	  active	  at	  one	  particular	  second.	  That	  said,	  10%	  of	  users	  at	  1800	  kbps	  is	  7200	  kbps,	  and	  with	  a	  dual	  
100	  Mbps	  connection	  (200,000,000	  kbps),	  the	  total	  amount	  of	  usage	  is	  a	  very	  small	  fraction	  (<1%).	  This	  equals	  the	  
fractional	  amount	  of	  bandwidth	  needed	  for	  BloomBoard	  to	  fully	  operate.	  Similarly,	  for	  a	  802.11a/b/g/n	  WIFI,	  
7200kbps	  usage	  is	  a	  very	  small	  fraction	  (<1%)	  of	  wireless	  bandwidth	  (for	  instance,	  54,000,000	  kbps).	  
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BloomBoard	  Arkansas	  Rollout	  
Application	  Technical	  Specifications	  

	   Hardware	  

• Required:	  

• Processor:	  1	  GHz	  or	  faster	  	  

• RAM:	  1	  GB	  or	  greater	  

• Recommended:	  

• Keyboard	  &	  mouse	  for	  optimum	  scripting	  and	  evidence	  collection	  functionality	  
	  

	   Security	  

• FERPA-‐compliant	  through	  a	  variety	  of	  mechanisms	  including	  hardened,	  secure	  access	  to	  the	  application	  as	  detailed	  below:	  
	  

Actor/Persona	   Mechanism	  of	  Access	  

Web	  Browser	  Access	  for	  Principals,	  
Teachers,	  etc.	  

HTTPS	  access,	  over	  256-‐bit	  SSL	  encryption	  

District	  Portal	  SSO-‐based	  Web	  
Browser	  Access	  for	  Principals,	  
Teachers,	  etc.	  

HTTPS	  access	  with	  SAML,	  which	  uses	  256-‐bit	  SSL	  encryption	  to	  transmit	  
identities	  and	  login	  information.	  This	  also	  reduces	  the	  need	  for	  additional	  
passwords	  by	  having	  a	  single	  login	  through	  the	  districts	  portal,	  thus	  
removing	  that	  security	  weakness	  in	  the	  interaction.	  

Data	  Integration	  Access,	  for	  IT	  
professionals	  at	  the	  district	  

SFTP	  AES	  Encrypted	  channels	  

System	  Administration	  Access,	  for	  
BloomBoard	  Staff	  

SSH	  AES-‐encrypted	  channels	  over	  certificate-‐based	  VPN	  access	  

	  
	  

Action	  Items	  

• Whitelist	  the	  following	  email	  domains	  as	  safe	  senders:	  	  

• bloomboard.com	  

• amazonses.com	  

• cmail1.com	  [apply	  AND	  logic	  to	  restrict	  to	  emails	  that	  contain	  BloomBoard	  in	  the	  subject	  and/or	  body]	  

• Ensure	  that	  compatible	  browsers	  are	  installed	  and	  set	  as	  the	  default	  browser	  to	  open	  emailed	  links	  

	  


